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1
Decision/action requested

This contribution proposes Authentication/Authorization framework for Edge Enabler Client and Servers, to be captured in TR 33.839.
2
Rationale

This contribution proposes the potential solution for authentication and/or authorization of the Edge Enabler Client (EEC) with the servers (Edge Application Server, Edge Enabler Server and Edge Configuration Server). 

Request SA3 to capture the proposed solution.

3
Detailed pCR proposal

*********************Start of Changes***************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[xx]
3GPP TS 23.502: "Procedure for the 5G System; Stage 2".

[yy]
3GPP TS 23.558: "Architecture for enabling Edge Applications (EA) ".

[zz]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".

*********************Next Change***************************
X.Y.Z
Solution #A.B: Authentication/Authorization framework for Edge Enabler Client and Servers
X.Y.Z.1
Introduction

This solution addresses the security requirement for the Authentication and Authorization of EEC in key issue #X.Y.

The Edge Configuration Server (ECS) act as the token server for issuance and validation of access tokens to the UE and also to the EES/EAS. Access tokens are issued to EEC for the Edge Computing service, after verification of the UE authenticity using AKMA service. AKMA service is used as to use the network access credentials for the UE’s authentication. Access token is used for authorization of the UE to access/obtain the Edge Computing service.   

X.Y.Z.2
Solution details
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Figure X.Y.Z.2-1: Authentication/Authorization framework for Edge Enabler Client and Servers
Step 1: The UE performs the procedures as defined in TS 23.502 [xx] to get the 5GC network access. 

Step 1A: At the end of the network access authentication procedure (Primary authentication and key agreement [TS 33.501, clause 6.1]), the UE and the AUSF are in possession of the key KAUSF.
Step 2A: The UE derives the AKMA key as specified in TS 33.535 [zz] and the further keys for Edge Computing service.


KECS = KDF{KAKMA, ECS IP Address, AKMA Key ID} 

Step 2B: Optionally the EEC establish a TLS session with the ECS, to secure the communication.

Step 2C-2J: Then the UE initiates the service provisioning procedure with the ECS (as specified in clause 8.3 in TS 23.558 [yy]). ECS is Application Function (AF) for the AAnF [TS 33.535]. The UE includes the AKMA Key ID and also generates MAC-I over the request message using the key KECS to prove its authenticity. The ECS contacts the AAnF (using AKMA key ID) to obtain the corresponding key KECS (KAF) of the UE. The key KECS is used by the ECS to verify the MAC-I and then provide the response. If the UE is authorised to access the EES, then the ECS generates and provide the access token to the UE in a secure way (the access token is encrypted using the KECS).
Editor’s Note: Calculation of MAC-I needs to be detailed.


Editor’s Note: Details of the access token generation to be detailed.
Step 3: The UE performs EEC registration (as specified in clause 8.4.2 in TS 23.558 [yy]) and discovery (as specified in clause 8.5 in TS 23.558 [yy]) with the EES. 

Step 3A: Before sending the access token to the EES, the UE and the EES establish a secure TLS connection using EES server certificate. It is required to protect and to provide the access token to an authentic EES.

Step 3C-3E: The UE initiates EEC registration procedure with the EES, including the access token obtained from the ECS in Step 2J. The authorization check for the EEC registration request is performed by verification of the access token issued by the ECS to the UE. The EES obtains the access token validation service from the ECS. 

Step 3F-3I: When the UE initiates EAS discovery procedure with the EES by including the same access token obtained from the ECS in Step 2J, if it is valid. Again the EES obtains the access token validation service from the ECS. The EES also request and obtains the access token(s) from the ECS for the UE to grant access to the EAS(s). Then in response to the request, the EES includes the EAS access grant token(s), with relevant information like validity time, to the UE. 

In case, if the obtained access token from the ECS (in Step 2J) is not valid (due to time limitation), then the EEC requests ECS for a new access token. The access token request message include the necessary parameters to identify the EEC security context and parameters for authenticity verification. After verification of the authenticity, the ECS provides a new access token to the EEC, in response to the request.   

Step 4A-4F: The UE obtains service from EAS, by producing the access token obtained from the EES, over the secure TLS connection. The UE also obtains security policy and the relevant access token from the EES in Step 3I. Before sending the access token to the EAS, the UE and the EAS establish a secure channel using EAS server certificate. It is required to protect and to provide the access token to an authentic EAS. The EAS obtains the access token validation service from the ECS via EES. After successful validation of the access token, the UE obtains the Edge Computing service from the EAS.
********************* End of Changes***************************
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